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Dear Valued Client,

Cyber criminals have sought to take advantage of businesses having to make changes to their processes due to the
pandemic, and they are always adapting tactics.

Efforts at keeping you safe from fraud and scams is our priority at Barclays. Understanding how fraudsters operate can
help protect you and your money. We have been hosting a series of educational webinars which cover the cyber threats
for businesses, key trends, necessities for protection and other useful resources.

We also enclose a guide for your easy reference to make you aware of potential risks pertaining to cyber security. Please
note that as cyber threats are an ever evolving area, this guide is not a comprehensive document but illustrates potential
risks and we hope that it will serve to enhance awareness and thereby help you protect yourself.

What you can do to protect yourself

Verify payment requests with a trusted contact

Always verify details of any new/amended payment instructions verbally by using details held on file, and not on
the instruction. This includes internal emails, whether from senior management or from within your
organization.

Personal details and online sharing

Keep your details safe, think before you share information and ensure your password is strong and secure enough to
protect yourinformation.
Think carefully about the information you share on your personal and business social networking sites and on company

websites. Make sure you are familiar with the privacy settings of your social media profiles, and that you’re not
revealing any information online, which could be used to manipulate you or anyone else connected to you.

If you're unsure, check

Don’t assume a phone call, text or email is authentic. Think before you click that link. We would never ask you to
transfer money, or ask for your password or PIN/ OTP. Remember, numbers can be manipulated or ‘spoofed’ to
appear genuine. If you're suspicious hang up and call us back from a different phone. Use a number you know to
be genuine, not one you have been given in a text, email or over the phone.

If you have fallen for fraud, speak up
Act fast, if you think you’ve facilitated or fallen victim to a fraudulent payment, speak up and own it. The quicker you can

let us know, the better the chance we will have of trying to stop a payment or retrieving the funds. You can contact us
using the following channels below:

Barclays fraud reporting line +91-22-6000 7888 or write to customerservices@barclays.com

Report phishing emails to internetsecurity@barclays.com

Stay up to date

As threats continue to evolve and new threats emerge, it’s vital that you stay up to date with the latest information and
best practices. Take advantage of any training opportunities in fraud prevention and ensure that your colleagues are
aware of the latest fraud attacks and your internal prevention methods, particularly new starters. Have an open door
policy for staff to question payment requests, it might just save your business.

Regards,

Barclays Securities (India) Private Limited
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BARCLAYS

Cyber Security Awareness
Fraud prevention and digital security - Keeping your money safe

Efforts at keeping you safe from fraud and scams is our priority at Barclays. By
understanding how fraudsters operate, you can help protect yourself and your money.

Fraud or scam— what is the difference?

‘Fraud’ and ‘scam’ are often used interchangeably, but there’s a key difference: fraud
occurs without your participation, while a scam relies on your involvement.

Victims are unaware of this activity, and haven’t given any authorization or permission
for it.

Scams are usually a direct request for money and can seem extremely plausible. Victims,
thinking the situation is genuine, authorize a transfer of funds or provide personal
information.

Knowing the common risks

Social engineering: phishing, smishing and vishing

Fraudsters manipulate victims into providing confidential information or other actions
that compromise their security. Phishing involves emails which seem legitimate, but will
direct you to bogus websites or phone lines that capture your personal information.
Vishing and smishing are similar techniques where contact is made, respectively, by
phone or text.
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How to stay safe

Remember that reputable organizations will never ask you for PINs, passcodes, account
information, or for access to your devices

Don’t click on links or open email attachments, even if they seem to be from a known
sender like your bank or a government body. Verify that they are genuine first

If you get a call you are not sure about, hang up and call back on a publicly available
number or one you know you can trust





Exercise

while opening
e-mails and attachments
from unknown senders.
It may contain

BE Alert Stay SAFE
Copyright © 2021National Stock Exchange of India Ltd. All rights reserved

Cyber fraud and public Wi-Fi

Cyber fraud involves malicious software, known as malware, that can infiltrate your
computer system, smartphone or tablet, to access your logins and personal information.
It might be sent in a link or software that seems genuine, or infiltrate your systems
without you even knowing. Using public Wi-Fi can make it easier for fraudsters to gain
access to your devices or access your information, because the network is less protected
by security systems.

How to stay safe

Keep your firewall and security software updated, setting auto-updates where possible
Never click on links or attachments until you are completely sure they are legitimate
Don’t bank, shop or enter confidential information using unsecured or public Wi-Fi,
unless you are on a network you know is secure, and always log out of any accounts you
have accessed

Back up sensitive information and files on external devices not connected to a network
or the internet

Create strong passwords for home Wi-Fi, devices and accounts, update them regularly
and don’t allow your web browser to remember them.
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Investment or boiler room scams

Fraudsters can pose as sales people, offering cheap investments such as shares, gold,
carbon credits or vineyards. They often use hard-selling tactics to persuade you,
suggesting the offer is time-limited. Scammers may praise your understanding of risk
and say you’ve been selected for an ‘exclusive’ chance. The high-pressure nature of this
tactic is why they’re often referred to as ‘boiler room’ scams.

The shares they’re pushing may be extremely hard to sell without losing money, or may

be a small unquoted company that, the fraudster claims, is planning to list. In some
cases, the company may not exist or the share certificates are fake.
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How to stay safe

Any so-called ‘investment opportunity’ you receive out of the blue is likely to be very
risky or a scam

If you’re considering an investment, do plenty of research including consulting with your
local financial regulator for trustworthy or suspicious firms before you invest

In India, the National Stock Exchange publishes lists of companies you should be
watchful for at https://www.nseindia.com/corporates/content/compliance_info.htm.

Remote working and public Wi-Fi

Today’s working culture increasingly sees people operating outside the office. That can
create security risks, particularly when using public, shared or unsecured Wi-Fi to access
company information or files. There’s also the risk of someone simply looking over a
shoulder to access information they shouldn’t have.

COVID Pandemic awareness information from our Regulators

The Covid pandemic has resulted in dependency on digital communications many fold
and many operations may be under remote monitoring mode. A cyber-attack on critical
sector organizations to access their devices, data or the Internet could be devastating. In
a worst-case scenario, broad-based cyber-attacks could cause widespread infrastructure
failures that take entire communities or cities offline, obstructing healthcare providers,
public systems and networks. It has been reported that Threat Actors are using the
COVID-19 pandemic as a cyber-attack vector for their own notorious gains. Cyber
criminals are taking advantage of victims’ increased craving for information about the





Novel Coronavirus due to fear and uncertainty associated with it as the outbreak of the
disease is progressing worldwide.

1. Attack Tactics and Procedures

a. Threat actors employ references related to COVID-19 in phishing attacks to steal
information and drop additional malware.

b. Threat actors devise following strategies to target victims with scams or malware
campaigns:

i. Use of legitimate corporate branding in the name of COVID-19 to send malware to
victims.

ii. Using names of trusted organizations in phishing attacks in order to attain credibility
and to lure victims to further open attachments

iii. Using promotional codes

iv. Coronavirus Maps

v. "COVID19" as a discount code used by different hacking groups to promote their
goods (malicious malware or exploit tools) for financial gain sold over dark net

vi. Trojans being delivered via Android apps that lure victims offering Coronavirus safety
masks upon installation.

vii. Coronavirus tracker Apps that take away access of the android microphone and
camera once installed.

2. Key precautions and recommendations

a. The majority of the infections are primarily introduced via phishing emails, malicious
advertisements on websites, and third-party apps and programs. Hence, design
thoughtful security awareness campaigns that stress on the avoidance of clicking on
links and attachments in email can establish an essential pillar of defense.

b. Allow remote access to the organization's network strictly with two-factor
authentication.

Possible Attack Vectors:
Social Engineering Attacks:

Phishing emails with links claiming to have important updates on Coronavirus from the
World Health Organization (WHO). The links, if clicked may lead to the devices being
infected with malware/ransomware.

Remote Login Attacks: Remote User Credential Theft
An attacker may target increased use of remote login credentials to organizational
resources.





Malware Attacks:
Users working with home systems for official work could fall for “free” access to obscure
websites or pirated shows, opening the door to likely malware

Hey Rhea, login
into my email and
the password is
bond007
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Share this guide with any joint account holders so they are aware of potential risks.

We are here to help

If you think you have fallen victim to a scam or fraud in your dealings with us, please contact us
immediately:

+91 22 6000 7888
customerservices @barclays.com

Received a suspicious email purporting to be from us? Forward it to:
internetsecurity@barclays.co.uk, then delete it.

You can also visit privatebank.barclays.com/fraud














